3448

1

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 19, NO. 5, SEPTEMBER/OCTOBER 2022

Fine-Grained and Controllably Editable Data
Sharing With Accountability in Cloud Storage
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Abstract—With the increasing cloud storage service, users can enjoy non-interactive data sharing. Nonetheless, the data owner
cannot timely update the shared data all the while. To ensure the timeliness and the authoritative source of the data, some users should
be allowed to update the data on behalf of an authoritative data owner without changing data source. However, this allows harmful
information to be injected into the data unnoticeably. How to efficiently realize editable cloud-based data sharing supporting malicious
user tracing has not been fully explored. To address the problem, we propose a fine-grained and controllably editable cloud-based data
sharing scheme with malicious user accountability. The data owner only needs to sign the shared data before uploading it and can
specify a fine-grained access control policy about who can update the data and which portions of the data can be updated. The
authorized users non-interactively convert signatures of original data into new ones for the updated data, which are indistinguishable
from the original signatures. The proposed scheme also supports malicious user accountability in the sense that malicious users who
post harmful information can be traced. We demonstrate the security and practicality of our scheme via formal security analysis and
extensive experiments.

Index Terms—Cloud storage, data sharing, accountability, attribute-based cryptography, sanitizable signature
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INTRODUCTION

LOUD storage is an important industry trend whereby

a cloud service provider offers adequate storage
resources to host its users” data. As data explodes, users
are generating more data than they can store locally.
Therefore, a growing number of people prefer to store
their data in the external cloud [1]. Data sharing, which is
one of the most basic services of cloud storage, allows
users to share data with others. When a user stores data in
the remote cloud, such as Google Drive, Dropbox and
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iCloud, this data is usually shared among multiple users
(unless in a private cloud) [2]. By using or modifying the
data shared by others, users may gain some profit. More-
over, cloud storage allows users to obtain the desired data
anytime and anywhere, which may be owned by them-
selves or shared by others, bringing enormous conve-
nience to people’s life.

Despite the advantages aforementioned, cloud-based
data sharing poses numerous security challenges. In most
of existing cloud-based data sharing schemes, the shared
data can only be updated by the data owner. Unfortunately,
the data owner cannot timely update the shared data all the
while. Thus, to ensure the timeliness of the data, cloud users
other than the data owner should be allowed to update it on
behalf of the data owner. However, this allows the incorrect
or even harmful information can be injected into the shared
data by malicious users. For example, an authoritative
research institution sends a report on the current economic
problem to an external cloud for public access. The data in
the report may change over time. The research institution
cannot timely update the data all the while. To ensure the
timeliness and the authoritative source of the shared data,
the research institution hopes that other researchers in the
same research filed will be able to update the data without
changing the source of the report. In this case, however, the
incorrect or even harmful information may be injected into
the shared data by malicious cloud users, which can seri-
ously mislead subsequent research on the economic prob-
lem. With the rapid development of cloud-based data
sharing, this problem is becoming increasingly prevalent.
Therefore, how to realize editable cloud-based data sharing
supporting the malicious user tracing is an extremely
important and urgent problem.

One potential solution to this problem is to sign the
shared data by utilizing traditional digital signature
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Fig. 1. The flow chart of potential solutions.

algorithms before uploading it to the cloud server. When
some users want to update the shared data, as shown in
Fig. 1a, they need to first interact with the original data
owner, who will regenerate the new corresponding signa-
tures for the updated data if it is valid. As mentioned above,
cloud-based data sharing allows users to access the shared
data as needed anytime and anywhere. Therefore, in order
to generate the new corresponding signatures for the
updated data, the data owner of the shared data must be
always online. Clearly, such an approach is impractical.
This due to several ineluctable reasons: 1) the data owner
may be temporarily disconnected due to inevitable hard-
ware faults or software bugs; 2) the network servers may
temporarily goes down due to some mechanical faults; 3)
the data owner may be subject to internal or external
attacks.

Another potential approach is to sign the shared data by
utilizing proxy digital signature algorithms. In this way, as
shown in Fig. 1b, the data owner needs to know the identi-
ties of the candidate authorized users in advance to send
the certificate of authorization to them. However, the num-
ber and exact identities of the candidate authorized users is
uncertain and cannot be known in advance generally. For
example, the number of researchers in the same research
field is constantly changing around the world. Besides, not
all parts of the shared data are allowed to be updated by
others. For instance, the results of simulation experiments
in the shared report cannot be updated because it directly
determines whether the research findings are correct. There-
fore, how to efficiently realize fine-grained and controllably
editable data sharing with accountability in cloud storage is
very important and valuable. Unfortunately, this problem
has not been fully explored.

1.1 Contribution

In a nutshell, this paper mainly has the following
contributions:

1)  We investigate the above interesting problems and
propose a fine-grained and controllably editable
data sharing scheme with accountability in cloud
storage. In this scheme, when data owners upload
data to the cloud, they can design a fine-grained
access control policy that specifies who can update
the data and which portions of the data can be
updated. Only authorized users can update the por-
tions of the data that are allowed to be updated. The
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scheme supports the malicious user accountability,
which can distinguish between the responsibility of
the data owner and that of the authorized users. In
this case, the data owner cannot accuse the autho-
rized users (vice versa) of signing. In addition, the
authorized users can non-interactively convert sig-
natures of original data into new ones for the
updated data. These new signatures are indistin-
guishable from the original signatures generated by
the data owner.

2)  We design a novel attribute-based sanitizable signa-
ture as the underlying technology to support the
fine-grained and controllably editable data sharing
scheme with accountability in cloud storage. In such
an attribute-based sanitizable signature, the data
owner can have fine-grained control over which
parts of the data can be updated and who can update
the signed data without knowing the number and
exact identities of the authorized sanitizers. Even
authorized sanitizers can only update the parts of
the data that are allowed to be updated. In addition,
the signature allows a trust authority to trace the
exact identity of the signer (the original data owner
or the sanitizer).

3) We present the formal security analysis for the pro-
posed scheme and evaluate its performance through
extensive experiments, which demonstrate that the
proposed scheme is secure and efficient.

1.2 Related Work

The concept of sanitizable signature was introduced by Ate-
niese et al. [3] first. A sanitizable signature scheme allows a
sanitizer to update the signed data allowed to be updated
and generate the new corresponding signature for the
updated data without interacting with the original signer.
In order to ensure the security of the scheme, two necessary
security requirements are defined in their scheme: (1) unfor-
geability, that is, only authorized sanitizers can generate the
new valid signatures for the updated data. (2) Transpar-
ency, that is, the updated data and its signatures are
indistinguishable from the original information and corre-
sponding signatures. Unfortunately, they did not give a
complete definition of the sanitizable signature, nor did
they provide the formal security analysis. Brzuska et al. [4],
[5] provided a perfect formalized definition of the sanitiz-
able signature and gave a formalized definition of the basic
security requirements. They introduced five formal security

Authorized licensed use limited to: FUDAN UNIVERSITY. Downloaded on March 21,2023 at 08:26:18 UTC from IEEE Xplore. Restrictions apply.



3450

requirements: unforgeability, immutability, privacy, trans-
parency, accountability, and analyzed the relationships
between these security requirements. Canard et al. [6] pro-
posed a generic construction of the of trapdoor sanitizable
signature. In this scheme, the sanitizer can generate the
valid signature for the updated data after receiving the trap-
door key from the original signer. Using an accountable cha-
meleon hash, Lai et al. [7] proposed an accountable trapdoor
sanitizable signature. However, neither of the above two
schemes gives the concrete construction of the sanitizable
signature. After that, many concrete sanitizable signature
schemes are proposed [8], [9], [10]. Bultel et al. [9] proposed
an invisible and unlinkable sanitizable signature, which effi-
ciently achieves invisibility and wunlinkability simulta-
neously. Xu et al. [10] presented a sanitizable signature,
which is used to achieve privacy-preserving for smart
mobile medical scenarios. We naively try to use one of the
above sanitizabe signature schemes to realize editable
cloud-based data sharing system. Since none of the afore-
mentioned schemes simultaneously supports fine-grained
control over candidate sanitizer and the malicious user
accountability, all of them are not suitable for cloud-based
data sharing environments.

Attribute-based cryptography schemes can provide fine-
grained access control. Generally, attribute-based cryptog-
raphy is divided into three types: attribute-based encryption
(ABE) [11], [12], [13], attribute-based signature (ABS) [14],
and attribute-based signcryption (ABSC) [15]. Attribute-
based signature is an extension of the attribute-based
encryption. Maji et al. [14] proposed an attribute-based sig-
nature scheme with an expressive access structure, which
only proved security in the general group model. Li et al.
[16] later proposed two efficient ABS schemes in the ran-
dom oracle model and the standard model respectively.
However, both constructions support threshold predicate,
which is not an expressive access structure. Okamoto and
Takashima [17] proposed an ABS scheme which supports
non-monotone access structure. They gave the formal secu-
rity analysis in the standard model. To support flexible
access structure, two ABS schemes in random oracle model
and standard model are proposed in [18], [19] respectively.
Li et al. [20] proposed a multi-authority ABS scheme which
supports threshold gates.

The aforementioned attribute-based signature schemes
do not allow a user to update the data and generate the new
valid signature for it without interacting with the original
signer. In order to address this problem, some attribute-
based sanitizable signature schemes are proposed [21], [22],
[23], [24]. The scheme in [22] did not give the specific con-
struct of the attribute-based sanitizable signature. The
scheme in [21] did not support the expressive access struc-
ture. The scheme in [23] only provided an all-or-nothing
solution for data modification. The number of blocks of the
signed data cannot be changed and the set of inadmissible
blocks needs to be stored in [24]. In a real environment of
cloud-based data sharing, the data owner should have fine-
grained control over who can update the shared data with-
out knowing the exact members and number of data con-
sumers, and specify which portions of the shared data can
be updated. However, the above schemes are not applicable
to realizing editable cloud-based data sharing with the
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TABLE 1
Notations
Notation Meaning
One large prime
G, Gy, Gr Multiplicative cyclic groups with the prime
order p
g A generator of group G
e Abilinear mapé: G x G; — Gr
Z A prime field with nonzero elements
A The security parameter
msk The master private key
mpk The master public key
Spw The set of attributes owned by the data owner
dID The data owner’s identity
pkpw The public signing key
skpw The private signing key
Askarp,spy The secret attribute key for data owner
Sav The set of attributes owned by an authorized
user
alD The authorized user’s identity
AskaD,S 1y The secret attribute key for the authorized user
m The message
P The access policy
am The description of the admissible modification
o The signature
dm The description of the desired modification
o The new valid signature
tk The tracing key

malicious user accountability. In this paper, we explore
how to realize editable cloud-based data sharing with
accountability, and design an attribute-based sanitizable
signature which supports malicious users tracing and
allows the data owner has fine-grained control over who
can update the shared data and specify which portions of
the shared data can be updated.

1.3 Organization

The rest of this paper is organized as follows. In Section 2,
we briefly review the preliminary knowledge related to this
paper. We give the definition of system model and security
model in Section 3. In Section 4, we describe the proposed
scheme in detail. In Section 5, we introduce the formal proof
of the security of the proposed scheme. We evaluate the per-
formance of the proposed scheme in Section 6. Finally, we
come to the conclusion in Section 7.

2 PRELIMINARIES

2.1 Notions
We list the notations used in our scheme in Table 1.

2.2 Prime Order Bilinear Groups

Let ®(1*) be an algorithm, which takes security parameter A
as input and outputs a symmetric bilinear map of the prime
order p. Let (p,G, Gy, G, ¢) denote the output of the algo-
rithm ®(1%), where G, G; and Gr are three multiplicative
cyclic groups with the prime order p. The bilinear map é :
G x G — G satisfies the following characteristics:

e Bilinearity: é(u”,v") = &(u,v*) = é(u,v)" for Vu € G,
Vv € Gy and Va, b € Z,,.
o  Non-degeneracy: &(u,v) # 1.
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If operations in group G, G; and bilinear map é:
G x G — Gr can be efficiently computed, then the group G
is said to be a bilinear group.

2.3 Class-Hiding Groups
Let ¢ : G x G; — Gr a bilinear map, where G, G;, and Gr
are three multiplicative cyclic groups with the prime order
p. We set N = (Ny,Ns,...,N;)) €G! and p € Z,. Let N :=
(N1, No, ... ,N))P := (N7, NY,...,N). Then, an equivalence
relation is defined as follows:

R:={(X,Y):3 > 1,pe Z}st.(X,Y) e G'x G'NY = X’}
Thus, the equivalence class of X is

[X],:={V eG: (X,Y)eR}.

Below, we give the definition of the class hiding, which
means that the elements from the same equivalence class
and randomly sampled group are indistinguishable.

Definition 1 (Class-Hiding). If, for all I > 1, the probability
of PPT adversaries A distinguishing the elements from same
equivalence class and randomly sampled is negligible, we say
that the relationship R is class-hiding. The formal definition is
as follows:

r|t = -b‘_{071}3(X7XU)‘_(GZ)2 ! ne
F {b =t XW[X]R;MA{X,XI}}} 2'< g,

where negl(\) denotes a negligible function.

Lemma 1 ([25]). A relation R is said to be class-hiding if and
only if the Decisional Diffie-Hellman (DDH) assumption holds
in Gl.

The above lemma has been proved in [25].

2.4 Equivalence Class Signatures

As defined in [25], the equivalence class signature algorithm
allows the user to sign a element of the equivalence class
defined above, which can be updated to a new signature of
the random element in the same equivalence class. The for-
mal definition of the equivalence class signature is as
follows:

Definition 2 (Equivalence Class Signatures). An equiva-
lence class signature (EQS) contains the following five
algorithms:

o (pk,sk) — KGen(é,1!): This is the key generation
algorithm. It takes the bilinear map é and the message
length1(1 > 1) as input, and outputs the private/pub-
lic key pair (pk, sk).

o o« Sign(sk,X): This is the signing algorithm. It
takes the key sk and the message X € G' that need to
be signed as input, and outputs the corresponding sig-
nature o for [X]p.

e o < ChgRep(pk,X,0,p): This is the change repre-
sentation algorithm. It takes the key pk, the message
X e G, the signature o and the scalar p as input, and
outputs the fresh signature for [X*] .

3451

o b« Vf(pk,X,0): This is the signature verification
algorithm. It takes the key pk, the message X € G', the
signature o as input, and outputs b =1 if o is valid.
Otherwise, b = 0.

o b« VfKey(pk, sk): This is the key verification algo-
rithm. It takes the key pk and sk as input, and out-
puts b=1 if the keys are consistent. Otherwise,
b=0.

The detailed definition of correctness and formal security

proof of the equivalence class signature (EQS) are given
in [25].

2.5 Monotone Span Program
The triple M = (F, M, f) denotes a monotone span pro-
gram, where F is a field, M is an a x b matrix over the field
F, and f is a map {1,...,a} — {p1,...,pn}, where p;,i €
{1,...,n} denotes a user. Let M, denote the sub-matrix of
M, which contains the rows mapped to A (A C {p1,...,.p,})-
If the rows of Mp span the vector (1,0,...,0), the B is said
to be accepted by the M. If VB € T can be accepted by M,
the access structure T can be accepted by M.

Example. Given the monotone span program (Fi7, M, f)
as follows:

111
12 4
139
1416

=
I

f(1) = f(2) =p2, f(3)=p1 and f(4) = ps. Let A= {p1,p3}
and B = {p1,p2}. Thus

1

4 1.

9

11

139
MA:( ),MB: 1 2
1416 L 3

From the above we know that Mg has full rank, and
(3,14,1)Mp = (1,0,0). Therefore, M accepts the set B =
{p1,p2}. However, the rows of M, do not span the
vector (1,0,...,0), the set A= {p;,p3} cannot be accepted
by the M.

In addition, a monotone span program implies a linear
secret-sharing scheme. For example, consider the shared
secret is k € F. Then, we randomly select (rs,...,7,) — F,
and set r = (k,r9,...,7,). Let Mr = (s1,...,8,), and distrib-
ute the shares to each corresponding p;. As mentioned
above, (3,14,1)Mp = (1,0,0). Let v=(3,14,1), we have
v(Mpr) = (vMp)r = (1,0,0)r = k. The detailed proof of
these is given in [26].

2.6 Traceable Attribute-Based Signatures

The traceable attribute-based signatures allows the mes-
sage signed by the user whose attributes satisfying the
signing policy, and allows the trust authority to recover
the exact identity of the signer. The detailed definition of
traceable attribute-based signatures is as follows:

Definition 3 (Traceable Attribute-Based Signatures). A
traceable attribute-based signature (TABS) contains the follow-
ing five algorithms:
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o  Setup(1*): This algorithm takes the security parameter
A as input, and outputs the public system parameter
pp, the master secret key msk and the tracing key tk.

o KeyGen(pp,ulD,msk,S): This algorithm takes the
public system parameter pp, the identity of the user
ulD, the master secret key msk, and the set of attrib-
utes S as input, and outputs the secret key skyip,s.

o  Sign(pp, skurp,s, m, P): This algorithm takes the pub-
lic system parameter pp, the secret key skyip,s, the
message m and a signing policy P as input, and out-
puts the signature o.

o Verify(pp,m,o, P): This algorithm takes the public
system parameter pp, the message m, the signature o
and the signing policy P as input, and outputs a bit b.
If the signature is valid, then b = 1. Otherwise, b = 0.

o  Trace(tk,o,pp): This algorithm takes the tracing key
tk, the signature o, and the public system parameter
pp as input, and outputs user’s identity ulD.

The detailed definition of correctness and formal security

proof of the traceable attribute-based signature (TABS) are
given in [27].

2.7 Ciphertext-Policy Attribute-Based Encryption

In the ciphertext-policy attribute-based encryption (CP-
ABE) scheme, the ciphertext is attached to a access policy,
and the decryption key is associated with a set of attributes.
The ciphertext can be decrypted correctly only if the decryp-
tion key owned by the user satisfies the access policy. The
detailed definition of the ciphertext-policy attribute-based
encryption (CP-ABE) is as follows:

Definition 4 (Ciphertext-Policy  Attribute-Based
Encryption). A ciphertext-policy attribute-based encryption
contains the following four algorithms:

e  Setup(1*): This algorithm takes the security parameter
A as input, and outputs the public parameter pp and
the master secret key msk.

o Encrypt(pp, P,m): This algorithm takes the public
parameter pp, the access policy P and the message m
as input, and outputs the corresponding ciphertext C.

o KeyGen(msk,S): This algorithm takes the master
secret key msk and the set of attributes S as input, and
outputs the secret key sk for the set of attributes S.

e Decrypt(pp, C, sk): This algorithm takes the public
parameter pp, the corresponding ciphertext C and the
secret key sk, and outputs the message m/'.

The detailed definition of correctness and formal security

proof of the ciphertext-policy attribute-based encryption (CP-
ABE) are given in [28].

3 PROBLEM FORMULATION

3.1 System Model
The system model of the proposed scheme consists of five
kinds of different entities: the Cloud, the Trust Authority
(TA), the Data Owner, the Authorized Users and the Read-
ers, as shown in Fig. 2.

e Cloud. The cloud is assumed to be semi-honest. Spe-
cifically, it can only store the shared data as well as
the corresponding signatures, and will not generate
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the new signatures for updated data as the authorized
user does. In addition, the cloud has adequate storage
and computing resources. With outsourcing data in a
remote cloud, the users’ local burden of storage and
computing are remarkably reduced, and users can
also share data with others non-interactively.

o Trusted Authority. The Trusted Authority (TA) is
fully honest and responsible for generating the sign-
ing private key for the data owner, and issuing the
attributes and attributes’ key for the data owner and
all authorized users.

e  Data Owner. The data owner is fully honest and gen-
erates a signature for the original file before upload-
ing the data to the cloud. The data owner has fine-
grained control over which users can update the file
and which portions of the file can be updated.

e Authorized Users. The authorized users are semi-hon-
est in the sense that they can update the parts of the
file that are allowed to be updated, and generate the
new valid signatures for the updated data that are
indistinguishable from the signatures that the data
owner generated for the original file.

e  Readers. The readers may act malicious behavior and
can only access the shared file and cannot update it.
The readers may either have access to the original
file signed by the data owner or to the updated file
signed by the authorized users.

First, the data owner signs the original file to generate the
signed file. Meanwhile, the data owner specifies which por-
tions of the file are allowed to be updated and an access pol-
icy that is used to fine-grained control over which users can
update the shared file. Then, the data owner sends the file
and the corresponding signed file to the cloud. Only the
authorized users can update the parts of the signed file that
is allowed to be updated. The authorized user updates the
data and converts signatures of original file into new ones
for the updated file, which are indistinguishable from the
original signatures. Next, the authorized user uploads the
updated file and the corresponding signed file to the remote
cloud. Readers can access the shared file stored in the cloud
anytime and anywhere. This file may be the original file
signed by the data owner, or an updated file. But readers
are not allowed to update the shared file. When readers find
that the shared file or its signature is invalid, they can cap-
ture the exact identity of the wrong side with the help of TA.
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3.2 Design Goals

To realize controllably editable cloud-based data sharing
with accountability, our scheme is designed to achieve the
following goals:

o  Fine-grained Access Control. Without knowing the
number and exact identities of the potential autho-
rized users, the data owner gets fine-grained control
over who can update the shared file that are
uploaded to the external cloud.

e  Controllable Edit. The authorized users cannot update
the portions of the shared file that are not allowed to
be updated.

e  Transparency. The authorized users’” signatures of the
updated file is indistinguishable from the data own-
er’s signatures for the original file.

e  Accountability. The data owner cannot accuse the
authorized users (vice versa) of signing.

3.3 Definitions
3.3.1 Scheme Definitions

Definition 5 (Fine-Grained and Controllably Editable
Data Sharing Scheme With Accountability in Cloud
Storage). A fine-grained and controllably editable data shar-
ing scheme with accountability in cloud storage consists of the
following seven algorithms: Setup, KGenDW, KGenAU,
Sign, SignChg, Verify, Trace. The above algorithms are
described as follows in detail:

o (mpk,msk,tk) — Setup(1*,1"): The set up algorithm
is run by TA and takes the security parameter 1* and
the maximum length 1' of the messages as input. It
outputs the master private/public key pair (mpk, msk)
and the tracing key tk.

o (pkpw, skpw, Askqrp,spy, ) — KGenDW (mpk, msk,
Spw, dID): The data owner’s key generation algorithm
is run by TA and takes the master private/public key
pair (mpk, msk), the set of attributes Spw owned by
the data owner and the data owner’s identity dID as
input. It outputs the private/public signing key pair
(pkpw , skpw ) and the secret attribute key Askqrp,s,,,
for the data owner.

o (Askanp.s,,) — KGenAU(mpk, msk, Say, alD):
The authorized user’s key generation algorithm is run
by TA and takes the master private/public key pair
(mpk, msk), the set of attributes Say owned by an
authorized user and the authorized user’s identity alD
as input. It outputs the secret attribute key Askauips,,
for the authorized user.

o o — Sign(mpk, m, P, skpw, Askarp s, ,am):  The
signature generation algorithm is run by the data
owner and takes the master public key mpk, the mes-
sage m, the access policy P, the data owner’s signing
key skpw, the data owner’s attribute key Askqrp s,y
and the description am of the admissible modification
as input. It outputs the signature o.

o o — SignChg(mpk, pkpw,m, P,o,dm, Askap.s,,):
The signature change algorithm is run by the autho-
rized users and takes the master public key mpk, the
data owner’s public key pkpw, the message m, the
access policy P, the original signature o, the

description dm of the desired modification, the autho-
rized user’s attribute key Askaips,, as input. It out-
puts the new valid signature o’.

o b Verify(mpk,pkpw, P,m,o): The verification
algorithm can run by anyone and takes the master pub-
lic key mpk, the data owner’s public key pkpw, the
access policy P, the message m and the signature o as
input. It outputs a bit b. If the signature is valid, b =
1. Otherwise, b = 0.

o dID/aID « Trace(mpk,o,tk,st): The trace algo-
rithm is run by TA and takes the master public key
mpk, the signature o, the tracing key tk and the list st
stored in TA as input. It outputs the data owner’s iden-
tity dID, or an authorized user’s identity alD.

3.3.2  Security Definitions

Definition 6 (Controllable Edit). In order to formally
describe the controllable edit of the shared data, we introduce a
game between the challenger C and the adversary A to show
how the adversary A is against the controllable edit of the
shared data. Trusted authority is viewed as a challenger C and
the authorized user is viewed as an adversary A in our security
definition. This game includes the following phases:

e Setup Phase: First, the challenger C runs the Setup
algorithm to generate the master privatefpublic key
pair (mpk, msk) and the tracing key tk. Then, C holds
the master private key msk and the tracing key tk
locally. Finally, C sends the master public key mpk to
the adversary A.

e  Query Phase:

—  KGenDW Queries: The adversary A makes
queries the data owner’s private/public key pair and
the attribute key for the set of attributes S’ py and
the identity dID'. C runs KGenDW algorithm and
returns the privatefpublic key pair (pk/ pw, sk' pw)
and the attribute key Askyp 51, to A.

— KGenAU Queries: The adversary A makes
queries the attribute key of the potential authorized
user for the identity aID' of the potential autho-
rized user and the attributes’ set S'ay. C runs
KGenAU algorithm and returns the attribute key
ASk(LID’,S’AU to A.

— Sign Queries: The adversary A makes queries
the signature for the message m, the data own-
er’'s signing key sk'pw, the attribute key
Askqip sy, and the description am’ of the mod-
ification. C runs Sign algorithm and returns the
signature o’ to A.

- SignChg Queries: The adversary A makes queries
the new signature for the message m, the access
policy P, the signature o', the description dm' of
desired modification and the potential authorized
user’s attribute key Ask,ipr s, C runs SignChg
algorithm and returns the signature o’ to A.

—  Verify Queries: The adversary A makes queries
the verification result for data owner’s public key
DK pw, the message m and the signature o’. C runs
Verify algorithm and returns the result to A.

— Trace Queries: The adversary A makes queries
the signer’s identity for the signature o', the
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tracing key tk and the information st stored in TA.
C runs Trace algorithm and returns the signer’s
identity to A.

e Challenge Phase: The adversary A adaptively chooses
the authorized user’s attributes set S’ (P(S%,) = 1)
and the identity alD*. Then, A runs SignChg algo-
rithm to generate the challenged signature o* with the
updated data dm*(m) =m* ¢ am/(m). Finally, the
adversary A sends (S, m*,o%) to C.

o Verify Phase: The adversary A performs polynomial
queries as in Query Phase. Consider the adversary A
has made L queries, and let Q = {pkpw., Sav., M,
am;, ai},ﬁ'fl” denote the set of information obtained
through these queries. C runs Verify(mpk, pk' pw,
P.m*, o*) algorithm, and outputs a bit by. Then, C
checks whether there exists a i € [|Q|],dm*(m) C
am/(m) such that S, = Say; and m* = dm*(m) ¢
am/(m). If there is such an i, the challenger C outputs
by = 1. Otherwise, C outputs by = 0.

We say that the adversary A wins if by A —by = 1. In the
above game, we want to show that the adversary A, who update
the inadmissible parts of the shared data, should not generate
the new wvalid signature. The adversary’s goal is to correctly
generate the valid signature o for the inadmissible modifica-
tion m* =dm*(m) ¢ am/(m). We set the advantage of a
polynomial time adversary A in this game to be Pr[by A —b; =
1]. We say the proposed scheme satisfies the controllable edit of
the shared data if for any polynomial time adversary A,
Prby A =by = 1] < 1/poly(n) for a sufficiently large n, where
poly stands for a polynomial function.

Definition 7 (Transparency). Inn order to formally describe the
transparency of the signature for the updated data, we intro-
duce a game between the challenger C and the adversary F to
show how the adversary F is against the transparency of the
signature for the updated data. Trusted authority is viewed as a
challenger C and the unauthorized user and reader are viewed
as an adversary F in our security definition. This game
includes the following phases:

e Setup Phase: First, C runs the setup algorithm to gen-
erate the master private/public key pair (mpk, msk)
and the tracing key tk. Then, C holds the master private
key msk and the tracing key tk locally. Finally, C sends
the master public key mpk to the adversary F.

e Query Phase:

—  KGenDW Queries: The adversary F makes
queries the data owner’s private[public key pair
and the attribute key for the set of attributes S' py
and the identity d1D'. C runs KGenDW algorithm

and  returns  the private/public  key  pair
(pK pw, sk pw) and the attribute key Askqpy s,
to F.

—  KGenAU Queries: The adversary F makes
queries the attribute key of the potential authorized
user for the identity aID' of the potential autho-
rized user and the attributes’ set S’ ay. C runs
KGenAU algorithm and returns the attribute key
ASk(l/D/-,S/AU to F.

—  Sign Queries: The adversary F makes queries the
signature for the message m, the data owner’s
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signing key sk'pw and the attribute key
Askarp s, the description am’ of the modifica-
tion. C runs Sign algorithm and returns the signa-
ture o’ to F.

—  SignChg Queries: The adversary F makes queries
the new signature for the message m, the access
policy P, the signature o', the description dm' of
desired modification and the potential authorized
user’s attribute key Ask,pr - C runs SignChg
algorithm and returns the signature o” to F.

—  Verify Queries: The adversary F makes queries
the verification result for data owner’s public key
pk pw, the message m and the signature o’. C runs
Verify algorithm and returns the result to F.

— Trace Queries: The adversary F makes queries
the signer’s identity for the signature o', the trac-
ing key tk and the information st stored in TA. C
runs Trace algorithm and returns the signer’s
identity to F.

e Challenge Phase: The adversary F adaptively chooses
the authorized user’s attributes set S%, (P(S%;) = 1),
the identity alD* and the modification dm*(m) =
m* C am’(m), where the message m is not signed by
the data owner or the authorized user. Then, C randomly
selects b«— {0,1}, and sets my=m, m; =m".
Finally, if b = 1, the challenger C runs SignChg (mpk,
pkpw,m, P,o,dm*(m) =m* C am/(m)7Aska1D15j1U),
and runs Sign(mpk, m, P, skpw, Askarp,spy, , am’)
forb = 0.

o Guess Phase: The adversary F performs polynomial
queries as in Query Phase. Then, F returns a bit i'.

In the above game, we want to show that the adversary F
cannot tell the difference between the signatures produced
by the data owner and the authorized users. The
adversary’s goal is to correctly guess the algorithm per-
formed by C. We set the advantage of a polynomial time
adversary F in this game to be Pr[t = b] —1. We say the
proposed scheme satisfies the transparency of the signature
for the updated data if for any polynomial time adversary
F, |Prlt) =b] — 3| < 1/poly(n) for a sufficiently large n,
where poly stands for a polynomial function.

Definition 8 (Fine-grained Access Control). We say a con-
trollably editable data sharing scheme with accountability
achieves fine-grained access control if the data owner can get
fine-grained control over who can update the shared data with-
out knowing the exact members and number of data consumers,
and specify which portions of the shared data can be updated.

Definition 9 (Accountability). We say a fine-grained and
controllably editable data sharing scheme supports accountabil-
ity if TA can extract signer’s identity from any valid signature
with non-negligible probability.

4 THE PROPOSED SCHEME

4.1 An Overview

In order to efficiently achieve fine-grained and controllably
editable data sharing with the malicious user accountability
in the cloud storage, we first try to adopt policy-based sani-
tizable signature [24]. However, the number of blocks of the
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(mpk, msk, tk) < Setup(1*,17)

(ppapE, mskapg) + CP — ABE.Setup(1*)
(ppaBs, mskaps,tkaps) < TABS.Setup(l*)
mpk = {ppasr,ppas}

msk = {mskapg, mskaps}

return mpk, msk, tk = tkaps

(kaVV; Sk'rDI/V-, ASkrdID,SDW> «— KG(’T?DW(m])k‘ msk, SDW’7 dID)
(PkEqs, skeqs) « EQS.KGen(mpk, 1)

Askarp,spw < TABS.KeyGen(mpk,dID,msk,Spw)

return PkDVV = pkEQs, Sk?DVV = Sk‘EQs, ASkdID,SDW

Askarp,s,, « KGenAU(mpk, msk,Say,alD)

ABS. Askqarp.s,, < TABS.KeyGen(mpk,msk,Say,alD)
ABE.Askqrp,s,, « ABE.KeyGen(mpk, msk,Sau)

return Ask,rp,s,, = {ABS.Askqrp,s, ABE. Askarp,say }

b« Verify(mpk, pkpw, P,m, o)

b_s =TABSVerify(mpk,m,o,P),b_y = (Vi € [I],Y; # g)
b1 = EQS.V f(pkrqgs, (X1, ...,
bi = (6(X;,04) = e(Yy, H(i||my))), Vi € [I]

i
return () b;
b=—3

dID/alD < Trace(mpk,o,tk, st)
dID/alD < TABS.Trace(mpk, o, tk)

Xi1), 1), b0 = EQS.V f(pkegs, (Y1, ...

o < Sign(mpk,m, P, skpw, Askqrp.spy , am)
if am # 1 then return L
Tiy i 25 Xi = g7, Y, = XV Vi € ]
< EQS.Sign(skpgs, (X1, ..., X1))
n < EQS.Sign(skpgs, (Y1, ..., Y1))
o; = H(i||[dm(m;))¥i, Vi € [l]
Yi 1 € am
&= { 0, otherwise
C = CP — ABE.Enc(mpk, P,am,{&}ic)
oaps < TABS.Sign(mpk, skarp.spy »m, P)
o= {/lv ;s {0'1-, Xi, Yi}li:1-, C, UABS}

o' « SignChg(mpk, pkpw,m, P,o,dm, Ask.rp,s., )
if dm ¢ am then return L

m' =dm(m), r,s <+ Z;

(X150, X)) = (X0, X7 (Y, 0, YY) = (Y,
X = (X', X)), Y = (Y1, Y")

W = EQS.ChgRep(pkrgs, X, p,1)

n' = EQS.ChgRep(pkrqs, Y, 1, s)

for each i € [l

Y

Y)m) gi=s-&
ol = H(i||m}) i € am
! of, otherwise
endfor

C' = CP — ABE.Enc(mpk, P,am, {£'; }icy))
o' aps < TABS.Sign(mpk, skaip,s,,,m', P)
o = {0 {o/i, X"i, Y}, C' o' aBs}

Fig. 3. The generic construction of the proposed scheme.

signed data cannot be changed and the set of inadmissible
blocks needs to be stored in [24].

Finally, we consider adopting the idea of the recent work
[9], which allows the authorized users to directly generate
new valid signatures on the updated data without interact-
ing with the data owner. However, the following problems
will arise if one adopts the idea of [9] directly. First, the
scheme in [9] does not allow the data owner to have fine-
grained control over the potential authorized users. In order
to authorize the user, the description of admissible modifi-
cation is required to be encrypted using the public key
encryption algorithm under the public key of the desired
authorized user. In this way, the data owner needs to collect
the desired authorized users’ public keys in advance. In
most editable cloud-based data sharing environments, the
data owner cannot know the number and exact identities of
the potential authorized users. For example, to ensure the
timeliness and the authoritative source of the shared data,
an authoritative research institution hopes that other
researchers in the same research filed will be able to update
the data without changing the source of the report. How-
ever, the number of researchers in the same research field is
constantly changing. It is difficult to count the number and
identities of these researchers worldwide. Second, to
achieve the malicious user accountability, verifiable ring
signature [29] is adopted in the scheme [9]. The ring signa-
ture scheme requires the public keys of all potential autho-
rized users to be known in advance, which cannot be
satisfied in the cloud-based data sharing environment.

In order to solve the above problems, we improve the
scheme in [9] and design a new attribute-based sanitizable
signature scheme. First, the public key encryption algorithm
used in the scheme [9] should be substituted with the cipher-
text-policy attribute-based encryption (CP-ABE). This allows
the data owner to get fine-grained control over who can
update the shared data without knowing the number and

exact identities of the potential authorized users. In terms of
practical CP-ABE instantiations, we considered the efficient
CP-ABE scheme called FAME [28]. FAME only achieves
IND-CPA security. To achieve IND-CCAZ2 security, we con-
vert FAME by using a variant of Fujisaki-Okamoto transform
[30]. Basically, the encryption algorithm will encrypt (m,r),
where m is the original message that needs to be encrypted,
and r is a random string. Then, the hash value H(r, P) is cal-
culated, where H is a collision resistant hash function and P
is the access policy which is contained in the ciphertext. In
the decryption process, the decryption algorithm is first used
to get (m’,r’), and then H'(+’, P) is calculated. If H' = H, the
algorithm outputs m/'. Otherwise, it outputs L. Moreover, to
achieve accountability on the condition that the number and
exact identities of the potential authorized users are
unknown, we replace the ring signature used in [9] with the
traceable attribute-based signature (TABS) [27]. Our generic
construction as shown in Fig. 3.

4.2 Description of the Proposed Scheme
The proposed scheme consists of the following seven
algorithms:

o (mpk,msk,tk) «— Setup(1*,1!): The goal of this algo-
rithm is to generate the tracing key tk, the system
public parameter mpk and the master private key
msk which are necessary for the subsequent
algorithms.

—  On input the security parameter A and the maxi-
mum length of the messages [, TA operates as
follows. Let € : G x G — G be a bilinear pairing,
where G and Gr are groups of a order n
(n = p - ¢, where p and ¢ are two prime numbers),
and g, h are generators of group G. Then, TA
randomly selects (ai,az,b1,b2) < Z7, (di,dz, d3,
dy) < Z,, and chooses random w € G, where G,
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is the subgroup of the G of order n. Let H; and
H; be two cryptographic hash functions
{0,1}* — G.

TA selects an automorphic signature scheme,
and sets the corresponding private/public key
pair to (skqu, pkau)- Next, TA calculates the trac-
ing key tk such that tk = 0 mod p and tk = 1 mod
g. Let the universe of attributes is U.

Finally, TA outputs the public system parameter
mpk = (n,G, Gr,é, g, h,w, Hy, Hy, g™, pkyu, U, k™,

h%2 T, Ty), where T =¢é(g,h)" "5, T,=
é(g,h)™? %% and holds the master secret key
msk = (a1, a2, by, ba, da, g7, g2, g%, skau, th) locally.

(pkpw , skpw, Askarp,s,y ) < KGenDW (mpk, msk,
Spw,dID): The goal of this algorithm is to generate
the private/public signing key pair (pkpw, skpw)
and the secret attribute key Askqip s, for the data
owner.

(Askarp,s,,) — KGen AU (mpk, msk, Sy, alID):

On input the public system parameter mpk, TA
randomly selects ¢« Z and (t;),c ) < (Z*)
Then, TA sets skggs = (1, (ti)ie[l,l]) and pkEQs =
(T, (T"3)sepy = (tgs (tgti)iepyp))-

On input the master secret key msk, the data
owner’s identity dID and attributes’ set Spw, TA
chooses a random number Kyp € G, and signs
Kgaip € G using the automorphic signature to get
oK, For each at; € Spy, TA randomly selects
r; € Z, and computes sk; = (H(at;)" K}, g).
Let ASkdID.,SDur = (Kd]D, OKup» {Sk‘ }(Lt,'ESDyV) denote
the data owner’s attribute key.

Finally, TA sets pk‘DW:pk‘EQS, Sk’DW = Sk‘EQs,
Askarp.spy = Askarp,spy -

The

goal of this algorithm is to generate the secret attri-
bute key Ask,rp,s,,, for the authorized user.

On input the master secret key msk, the autho-
rized user’s identity a/D and attributes’ set S,
TA chooses a random number K,p € G, and
signs K,;p € G using the automorphic signature
to get ok, ,,. For each at; € Say, TA randomay
selects u; € Z, and computes ssk; = (H;(at;)
Kg}D, g“"'). We set ABS.ASkJ,I,[D,SAU = (KHJD7 OKyps
{sski}tu,ecs,,) as the authorized user’s attribute
key for signing.

On input the master secret key msk, the autho-
rized user’s attribute set 5S4, TA randomly choo-
ses ki, ky — Z, and calculates skappo = (h"1F1,
hb2k2 pF1+k2) For each at; € Sy and j = 1,2, TA
computes

biky
skar, j = Hy(atil|1]15) % - Ha(at; H2IIJ)

(]W

Hy(at; ||3HJ) 5

Let Skati = (Skllt,[4l78kutl,2’
lates

g~ ""). Then, TA calcu-

biky boky
sk = g% - Hy(0115) % - Hy(0125) @
Fki+ky 2

- Hy(0135) % - g,z — Z,.

Let sk = (sk'1,sK2,9% - g %). TA outputs the
authorized user’s attribute key ABE. Ask,ps,, =
(sko, {skat, }at,es,,,» k') for decrypting.

Finally, TA returns Askap.s,, = {ABS.Askups,,,
ABE~ASkaID,SAU}~

o o — Sign(mpk,m, P, skpw, Askarp.s,,, ,am): The goal
of this algorithm is to generate the signature o.

On input the master public key mpk, the message
m, the access policy P, the data owner’s signing
key skpw, the data owner’s attribute key
Askgip,s,,, and the description am of the admis-
sible modification, the data owner checks
whether |am| =1. If |am|# !, the data owner
returns L. Then, the data owner randomly
selects z;,y; — Z;,Vi € [l], and computes X; :=
g, Y; == X%, The data owner calculates u =
EQS.Sign(SkEQS, (Xl, N Xl)) and n= EQSSZgTL
(skgqs, (Y1, ., Y1)).

For each bit of the message 1, the data owner
computes o; := H(i||m;)", and sets ¢ :=
( yiri € am

0, otherwise
On input the public system parameter mpk, the
access policy P, the description am of the admis-
sible modification and {&};c;, the data owner
randomly selects s;, s, < Z, and computes ct) =
(h@st 22 ps1ts2) Consider the monotone span
program M has n; rows and ny columns. For all
u=1,2,...,ny, and ¢ =1,2,3, the data owner
computes

ctug = Hy(f(i)01)™ - Ha(f(i)e2)"

] Hz(0ve1)

=1

.HQ(OU@)SQ}(MU,U’

where (M), , denotes (u,v)th element of M. The
data owner also computes encode(am,rd) and
ct' =T - T, - encode(am, rd), where rd is a ran-
dom string, encode is an encoding algorithm.
Next, the data owner computes H,(rd, P). Let
= (cty, cti, ..., cty,,ct’).
On input the public system parameter mpk, the
access policy P, the data owner’s attribute key
skaip,s,,, and the message m, the data owner com-
putes oaps «— TABS.Sign(mpk, skarp spy s M, P).
Finally, the data owner returns
o= {m,n, {027X17Y}1 10, TABS -

o o — SignChg(mpk, pkpw,m, P,o,dm, Askap.s,, ):
The goal of this algorithm is to generate the new
valid signature ¢’.

First, the authorized wuser runs CP—ABE.
Decrypt(mpk, C, ABE.Askaip.s,,) to get encode’
(am,rd). Then, the authorized user gets
(am’,rd’) from decode(encode’ (am,rd)). The data
owner checks whether dm € am. If dm ¢ am, the
authorized user returns L. Then, the authorized
user computes m’' = dm(m), and selects two ran-
dom number r, s < Z;. The authorized user cal-
culates (X'1,..., X)) = (Xy,..., X)), (Y'q,...,
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Y)=,...,Y))"” and sets X =
Y = (V,....Y).

— The authorized user computes u' = EQS.Chg
Rep(pkrgs, X, u,7) and 0’ = EQS.ChgRep$
pkros,Y,n,s). For all i € [I], the authorized user

{H(i||m’i)5/",i € am
o}, otherwise
— The authorized wuser calculates (' :=

CP—ABE.Enc(mpk, P,am,{{;},c)) and o’ aps —
TABS.Sign(mpk, skaip.s,,,m', P). Finally, the
authorized wuser returns o= {u/,7n,{do;, X',
Yikicnip C' o' aps}

o b« Verify(mpk, pkpw, P,m,o): The goal of this algo-
rithm is to check whether the signature is valid. It
outputs a bit b. If the signature is valid, b = 1. Other-
wise, b = 0. This algorithm can be performed by any-
one. Computes b_3=TABS.Verify(mpk,m,o,P),
bo=(Viell],Yi#g), b1 = EQS.Vf(pkegs, (X1, -,
Xl), /L), bo = EQS.Vf(pk?EQs, (Yi, ey Y}), 17), and bl =
(e(Xi,00) = e(K,H( [lm;))),Vi €[], this algorithm
returns b = ﬂ _3b

e dID/alD Trace(mpk o,tk,st): The goal of this
algorithm is to capture the identity of the signer. TA
runs TABS.Trace(tk, o, mpk) to obtain the identity of
the signer in the signature o.

(X1,...,X1),

sets ¢, =s-&and o'; :=

5 SECURITY ANALYSIS

In this section, we analyze the security of our proposed
scheme in term of controllable edit, transparency, fine-
grained access control and accountability. The following
proof uses the generic group model abstraction of Shoup
[31]. Now, we first introduce two lemmas used in the proof
process.

Lemma 2 (Schwartz-Zippel [32]). Consider the F(Xy,...,
X,,) is a non-zero polynomial of the degree d > 0 over the field
F. Then, for each random input (x, ..., xy,), the probability of
F(xy,...,xy,) = 0is bounded from above by £.

Lemma 3. Let (G,Gr, g, h,é,p) is the output of the algorithm
Setup(1*,11), where p > 2. Given a,b,c — Z,, the probabil-
ity that the generic group adversary A on input
(9,9% ¢, h, h", h¢) outputs (g%, ¢°, ¢*, g”, h*) such that

auv—x =0

bv—y=0

cy—xz=0
v #£0,

is negligible.

Proof. Suppose (¢g“,¢",9",¢",h*) is the output of the generic
group adversary \A. Then, there are some coefficients (u1,u,,
U, V15 Vay Vb, L1, Lay Ty Y1, Yas Yo, 215 2, 2e) € Zp such that

u = u; + au, + buy
v =101 + av, + by
T =z + ax, + bxy

Y=y + ay. + by
2=z + by + cz,.
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We get —x1 + (u1 — z,)a — bzy + a’u, + abuy, = 0 from
au—2x =0. For the variables A and B, f(A4,B)=
—z1 + (u1 — 2,)A — By, + A%u, + ABw, is a quadratic
polynomial. Let f is a non-zero polynomial. According to
the Lemma 2, for a,b < Z,, the upper bounded of the
probability of f(a,b) =0 is 2/p < 2'~* which is negligi-
ble. Thus, we can set f(A, B) = 0. Wehavez; = 2, = 0. O

To the same vein, we get v; =y, and y; =y, = 0 from
bv —y = 0. Therefore, we can write © = ax, and y = by,.
Suppose cy—xz=0, we have bcy, —ax,z — abr,z, —
aczqz. = 0. According to the Lemma 2, we can assume that
yp = 0. Then, we get v = v; = y, = 0, which contradicts with
the above relation v # 0.

To sum up, on input (g,¢% ¢’, h, h®, h¢), the probability
that the generic group adversary A outputs (¢“, ¢, g, ¢, h*)
such that

au—z =0

bv—y=0

cy—xz=20
v # 0,

is negligible.

Theorem 1 (Controllable Edit). Suppose the problem defined
in Lemma 3 is hard for all generic group adversaries. In the pro-
posed scheme, for a generic group adversary A, who updates the
signed message that did not fit the modification description am,
it is computationally infeasible to generate a valid signature for
the updated message.

Proof. To prove this theorem, we define a game between a
challenger C and a generic group adversary .A. 0

Game 1. In the Game 1, both the challenger C and the
adversary A perform as defined in the security definition.
That is, the challenger C runs the Setup algorithm and sends
the master public key mpk to the adversary A. Then, the
adversary A does as Query Phase. Next, the adversary A
adaptively chooses the authorized user’s attribute set S%;,
(P(S%;) =1 and the identity aID*. A runs SignChg algo-
rithm to generate the challenged signature o* with the
updated data dm*(m)=m* ¢ am’(m). Finally, the adver-
sary A sends (5%, m*,0”) to the challenger C.

Analysis. Assume that the adversary A wins the Game 1
with non-negligible probability. Then, we can construct a
simulator ¥ to solve the problem defined in Lemma 3. Sup-
pose the simulator’s challenge is (g,g%, ¢, h, h¢) received
from its challenger. Then, to solve the problem defined in
Lemma 3, the simulator ¥ acts like the challenger C in Game 1.

e Setup Phase: First, the simulator T runs the Setup
algorithm to generate the master private/public key
pair (mpk, msk) and the tracing key tk. Then, C holds
the master private key msk and the tracing key tk
locally. Finally, the simulator ¥ sends the master
public key mpk to the adversary A.

o Query Phase:

KGenDW  Queries: The adversary A makes
queries the data owner’s private/public key pair
and the attribute key for the set of attributes
S’ pw and the identity d/D'. The simulator ¥ runs
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KGenDW algorithm and returns the private/pub-
lic key pair (pk'pw, sk'pw) and the attribute key
ASkdID’.S’DW to A.

—  KGenAU Queries: The adversary A makes queries
the attribute key of the potential authorized user
for the identity aID’ of the potential authorized
user and the attributes’ set S’ 4;7. The simulator ¥
runs KGenAU algorithm and returns the attribute
key ASkaID’A,S’AU to A.

—  Sign Queries: The adversary A makes queries the
signature for the message m, the data owner’s
signing key sk'pw and the attribute key
Askqrp g, the description am’ of the modifica-
tion. Let @ denote the number of signing
queries. Suppose @*,j* <« @Q; are the signing
queries which are attacked by the adversary A,
and k* < [¢] is the index of the inadmissible
block that will be updated. If i # i* and i # 57,
the simulator ¥ runs Sign algorithm and returns
the signature o’ to A honestly. If ¢ = ¢* or i = j7,
the simulator T does as follows:

* If ¢ =14, the simulator ¥ sets X = ¢*
and H(i*) = h¢. For ke [(\{k'}, T sets
Xi o = gk ey — 2. The generation of
the remaining signature parts is the same
as Sign algorithm, except for the generation
of these elements (X 1, ..., X ).

If i = j*, the simulator ¥ sets Y} ;- = ¢’. For

k€ [(]\{k*}, T generates Y- ;. as Sign.
—  SignChg Queries: The simulator ¥ runs SignChg
algorithm and returns the signature o” to A.

- Verify Queries: The simulator T runs Verify algo-
rithm and returns the result to A.

—  Trace Queries: The simulator ¥ runs Trace algo-
rithm and returns the signer’s identity to A.

o  Challenge Phase: The adversary A adaptively chooses
the authorized user’s attributes set S, (P(S%;,) = 1)
and the identity a/D*. Then, A runs SignChg algorithm
to generate the challenged signature o* with the
updated data dm*(m)=m" ¢ am’(m). Finally, the
adversary A sends (5%, m*, 0*) to the simulator %.

Parse o* = (u*, n*, {o;, Xz, Yj*}je[l,[], C*, 0% gg)- According

to the security of EQS, we have [X7},..., Xj]p = [Xy1,...,

Xiilg and [Y7, ..., ﬁ*]R =[Yy1,....Y ] Thus, (X7,...,

X}k) = (Xi’.h - 7Xi’,l)’ and (Y?, ceey Yl*) = (Yj’,h ey Y}-/,l)rs

hold for some r, s < Z,.

Suppose (', 5) = (i*,j°) and k¥’ = k*, the simulator T can

get

1

1
(XZ/)I"'**J _ gr'(mi*,k’)'m _ gr
1

(YZ;)(‘r‘*~"")'(—y'*«1\‘/) _ g"ﬁ‘(zi‘,k’)*(yi*,k’>~(

SN S
@) W ) — grs.

Since the adversary A wins, Verify outputs 1. It means
that Y. = ¢"** # g,rs # 0. The simulator ¥ gets

o(Xp 1) = eV HUE i)
é(X:‘*yk*7O’Z*) = é(Y;*sk*, hc)
&(g",07) = E(g™", h°)

sbe

Op = ho.
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Finally, the simulator T can output (¢",¢", ", ", ") =
(g",g%, g, g"**, k) such that

au—x =0

bv—y=0
cy—xz=0"
v#0

It contradicts with Lemma 3. Thus, for a generic group
adversary A, who updates the signed message that did not
fit the modification description am, it is computationally
infeasible to generate a valid signature for the updated
message.

Theorem 2 (Transparency). In the proposed scheme, for an
adversary F, it is computationally infeasible to distinguish the
signature of updated message from the signature of original
message.

Proof. To prove this theorem, we define a game between a
challenger C and a generic group adversary F. O

Game 2. In the Game 2, both the challenger C and the
adversary F perform as defined in the security definition.
That is, the challenger C runs the Setup algorithm and sends
the master public key mpk to the adversary A. Then, the
adversary A does as Query Phase. Next, the adversary F
adaptively chooses the authorized user’s attributes set 5%,
(P(S%y) =1), the identity aID* and the modification
dm*(m) = m* C am/(m), where the message m is not signed
by the data owner or the authorized user. Then, the chal-
lenger C randomly selects b < {0, 1}, and sets my = m, m; =
m*. If b =1, C runs SignChg(mpk, pkpw,m, P, o,dm*(m) =
m* C am/(m), Ask,p,s< ), and runs Sign(mpk,m, P, skpw,
Askarp,spy - am’) for b= 0. Finally, F returns a guess bit ¥/
for b.

Analysis. If b=0, C runs D = Sign(mpk, m, P, skpw,
ASk‘dID,SDnn am’)

TiyYi < Z;aXi = gTL,Y; = Xiyi,v’i c [l]
W EQS.Sign(skpgs, (X1,..., X))
n — EQS.Sign(skgs, (Y1,..., Y1)
oi = H(i||dm(m))", Vi € [I]
_Jyi,t€am
&= 0, otherwise
9y C «— CP—ABE.Enc(mpk, P,am, {fi}ie[l])
0= {/“La 1, {U'i7 Xia K}f‘,:p C:UABS}

If b =1, Cruns D" = SignChg(mpk, pkpw, m, P,o, dm*(m) =
m* C am,(m)7 ASkaID,S’f“,)

T8 Z,
Ty Y — 2y, Xi = g%, Y = X", Vi € []]
W — BQS.Sign(skigg, (X1,..., X))

n' — EQS.Sign(skpqs, (Y1, .., Y1)
u = EQS.ChgRep(pkrgs, (Xi,..., X)), 1, 1)
D" = n = EQS.ChgRep(pkrqs, (Y1,...,Y1),n',7s)

o; = H(il|dm(m;))™" Vi € [l]
_Jsry,i€eam
&= 0, otherwise
7"\ C — CP—ABE.Enc(mpk, P,am, {&},cy)

0= {,LL, 1, {Giv Xi7 K}i’:lv C7UABS}
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TABLE 2
Comparison of Functionality Among Our Scheme and Related Schemes
Schemes Fine-grained Access Control Controllable Edit Transparency Accountability
[5] X v v x
[8] X v v X
[16] v x X X
[17] v X X X
[21] v X v X
[22] v - - -
[23] v X v X
Ours v v v v

According to the feature of EQS, the distribution of EQS.
Sign is identical to that of EQS.ChgRep. Thus, D" =D/,
where

T,8 ¢ Z),

Ti,Yi — Zy, Xi = g",Y; = X¥, Vi € [l
1 — EQS.Sign(skigs, (Xi1,..., X1)")
n < EQS.Sign(skjns, (Y1,...,Y1)"™)

D/

o; = H(i||[dm(m;))™ Vi € [l]
| sy, ieam
S = 0, otherwise
7\ €« CP—ABE.Enc(mpk, P,am. {&},c)

o :={u,n,{o;, X, Vi}._|, C,oaps}

Replacing 7 - x; and s - y; with z; and y;, we can get D' =
D. Furthermore, D" = D. Therefore, we can conclude that
the signature of the updated message and the signature of
the original message are functionally equivalent. In conclu-
sion, for any PPT adversaries F, the advantage |Pr[t/ =
b] — 3| < 1/poly(n) is negligible for a sufficiently large ,
where poly stands for a polynomial function.

Theorem 3 (Fine-grained Access Control). In the proposed
scheme, the data owner can develop an access policy without
knowing the number and exact identities of the potential autho-
rized users. Only the the potential authorized users who satisfy
the access policy can update the portions of the message which
are allowed to update.

Proof. In Sign(mpk, m, P, skpw, Askaip,spy,, am), the descrip-
tion am of admissible modification is encrypted using the
CP-ABE on the access policy P. When a potential autho-
rized user wants to update the signed message, he/she
should first execute CP—ABE.Decrypt(mpk,C, ABE.As
karp,s,,) to get the description am of admissible modifica-
tion. According to the security of CP-ABE, only the poten-
tial authorized user whose attribute set satisfies the access
policy P can decrypt am. Therefore, our proposed scheme
achieves fine-grained access control. 0

Theorem 4 (Accountability). In the proposed scheme, TA can
extract signer’s identity from any valid signature. Thus, the
data owner cannot accuse the authorized users (vice versa) of
signing.

Proof. From both algorithms Sign(mpk,m, P, skpw,

Askarp sy -am) and  SignChg(mpk, pkpw, m, P,o, dm,
Askqrp,s,, ), we can see that they both contain a traceable
attribute-based signature, that are o4pg < TABS.Sign

(mpk, skarp,spy - m, P)  and o' 4pg «— TABS.Sign(mpk,
skarp,s,,» ™M, P). According to the feature of the traceable
attribute-based signature, TA can extract signer’s exact
identity from a valid signature. In conclusion, our scheme
supports accountability. 0

6 PERFORMANCE

In this section, we first give functionality comparison
among our scheme and several related schemes. Then, we
analyze the computational burden of our scheme and the
related schemes [9], [16], [21], [23] through several
experiments.

6.1 Functionality Comparison

We give functionality comparison among our scheme and
the related schemes [5], [8], [16], [17], [21], [22], [23]. As
shown in Table 2, our scheme is the only one that satisfies
all of the following properties: fine-grained access control,
controllable edit, transparency, and accountability. The
schemes in [5] and [8] cannot support fine-grained access
control. The scheme in [22] did not give the specific con-
struct. Only the scheme in [5], [8] and our scheme can sup-
port controllable edit. The scheme in [16] and [17] cannot
support transparency. All of these related schemes cannot
support accountability.

6.2 Performance Analysis and Comparison

In this section, we first evaluate the performance of our
scheme for normal and large-scale files in different sce-
narios. The normal size of the shared file ranges from 0 to
50MB, and the large scale file ranges from 1 to 100GB.
Then, we compare the results with the state-of-the-art
schemes in [9], [16], [21], [23] to show the efficiency of
our scheme.

The implementation of the proposed data sharing
scheme was carried out by using C++ language on a
desktop with an Intel Core (TM) i5-4300 CPU @ 2.13 GHz
and 8.0 GB RAM. In order to use the existing IT infra-
structure of center for mobile cloud computing research
(C4AMCCR) to perform our experiment, we set up our
own Eucalyptus private Infrastructure as a Service (IaaS)
cloud. Eucalyptus, an acronym for “Elastic Utility Com-
puting Architecture for Linking Your Programs to Useful
Systems”, was first proposed to support high perfor-
mance computing (HPC) research [33]. The implementa-
tions of the state-of-the-art schemes in [9], [16], [21], [23]
were performed with the help of Pairing-Based

Authorized licensed use limited to: FUDAN UNIVERSITY. Downloaded on March 21,2023 at 08:26:18 UTC from IEEE Xplore. Restrictions apply.



3460

|

I NU-300
00
-0

0 0 20 a0 ) 50 il

The file size(MB)

B NS=50
10 B~ NS=100
- NS=2D0
- KS=100
= —B— NS=400
Eax == NS=500.
g *
F =
£ - 3 = s
2 5
H =
=
3 _y—N
E 10 W x
= : #
# # o o ®
@ & = iy

o n 20 a0 0 1]

The file size (MB)

Fig. 5. Sign phase.

Cryptography (PBC) version 0.5.14 [34] and the GNU
Multiple Precision Arithmetic (GMP) [35]. In the experi-
ments, we use parameter a.param in PBC and set the base
field size to be 320 KB that is divided into 16,384 blocks,
the size of an element in Z; is 20B.

6.2.1 The Computation Cost of the Proposed Scheme

With the Normal File Size

We set the size of the file ranges from 0 to 50MB and analyse
the computation cost of the proposed data sharing scheme
in the KeyGen, Sign, SignChg, and Verify phases.

We first evaluate the computational time of KeyGen when
the number of users ranges from 50 to 500. As shown in
Fig. 4, we can see that the computational time of KeyGen
algorithm is independent of the size of the shared file and is
proportional to the number of users. Because the data block
size of the same file is different, the number of signatures
generated is also different. Thus, we evaluate the computa-
tional time of Sign when the number of signatures ranges
from 50 to 500. As shown in Fig. 5, we can see that the
computational time of Sign algorithm is proportional to the
size of the shared file and increases as the number of signa-
tures increases. In the same way, we can see from Fig. 6 that
the computational time of SignChg algorithm is proportional
to the size of the shared file and increases as the number of
signatures increases. Finally, we evaluate the computational
time of Verify when the number of signatures ranges from
50 to 500. As shown in Fig. 7, we can see that the file size
has little effect on the computation time of Verify algorithm,
while the computation time is proportional to the number
of signatures.
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6.2.2 The Computation Cost of the Proposed Scheme
With the Large-Scale File Size

We set the size of the file ranges from 10 to 100GB and
analyse the computation cost of the proposed data shar-
ing scheme in the KeyGen, Sign, SignChg, and Verify
phases.

As described above, we also evaluate the computational
time of KeyGen when the number of users ranges from 50
to 500. As shown in Fig. 8, we can see that the computa-
tional time of KeyGen algorithm is independent of the size
of the shared file and is proportional to the number of
users. More specifically, when the size of the shared file is
10GB and the total number of users ranges from 50 to 500,
the corresponding computation time varies from 5.04s to
49.96s respectively. Then, we evaluate the computational
time of Sign when the number of signatures ranges from
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50 to 500. As shown in Fig. 9, we can see that the computa-
tional time of Sign algorithm is proportional to the size of
the shared file. When the size of the shared file is 10GB
and the number of signatures ranges from 50 to 500, the
corresponding computation time varies from 2.44s to
24.81s respectively. When the size of the shared file is
100GB and the number of signatures ranges from 50 to
500, the corresponding computation time varies from 7.95s
to 29.56s respectively. In the same way, we can see from
Fig. 10 that the computational time of SignChg algorithm is
proportional to the size of the shared file and increases as
the number of signatures increases. Finally, we evaluate
the computational time of Verify when the number of sig-
natures ranges from 50 to 500. As shown in Fig. 11, we can
see that the file size has little effect on the computation
time of Verify algorithm, while the computation time is
proportional to the number of signatures.
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6.2.3 The Performance Comparison of the Proposed
Scheme With the State-of-the-Art Schemes

In the following experiments, we set the size of the signer’s
attributes set to be w=4 and the threshold is set to d=3. The
monotone span program M has 4 rows and 3 columns. As
shown in Fig. 12, we first evaluate the computational time
of KeyGen when the number of users ranges from 0 to 200.
In the schemes [16] and [21], the computation time of Key-
Gen algorithm are linear to the total number of users. Obvi-
ously, these two algorithms are the most time consuming.
Specifically, when the total number of users ranges from 0
to 200, the corresponding computation time varies from
Oms to 8.59ms. In the scheme [23], the computation time of
key generation ranges from Os to 2.38ms. In the proposed
scheme, the computation time of key generation is varies
from Oms to 2ms. Therefore, our scheme is the most
efficient.

As shown in Fig. 13, we evaluate the computational time
of Sign when the number of signatures ranges from 0 to 200.
In the most time-consuming schemes [21] and [23], the com-
putation time of Sign algorithm are linear to the number of
signatures. Specifically, when the number of signatures
ranges from 0 to 200, the corresponding computation time
varies from Oms to 12.8ms and 11.9ms respectively. The san-
itizable signature scheme [9] is the least time-consuming,
while the attribute-based signature scheme [16] is the sec-
ond least. Our scheme is the most efficient among the attri-
bute-based sanitizable signature schemes and is also more
efficient than the naive combination of the attribute-based
signature and the sanitizable signature.

As shown in Fig. 14, we evaluate the computational time
of SignChg when the number of signatures ranges from 0 to
200. In the schemes [21] and [23], the computation time of
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SignChg algorithm is linear to the number of signatures.
Specifically, when the total number of users ranges from 0
to 200, the corresponding computation time varies from
Oms to 11.9ms and 9.6ms respectively. The sanitizable signa-
ture scheme [9] the computation time of SignChg ranges
from Oms to 9.04ms. In the proposed scheme, the computa-
tion time is varies from Oms to 5.91ms. Therefore, our
scheme is the most efficient.

As shown in Fig. 15, we evaluate the computational time
of Verify when the number of signatures ranges from 0 to
200. In the schemes [21] and [23], the computation time of
Verify algorithm are linear to the number of signatures.
Obviously, these two algorithms are the most time consum-
ing. Specifically, when the total number of users ranges
from 0 to 200, the corresponding computation time varies
from Oms to 9.04s and 14.39s respectively. The sanitizable
signature scheme [9] the least time-consuming. Our scheme
is the most efficient among the attribute-based sanitizable
signature schemes and is also more efficient than the naive
combination of the attribute-based signature and the sani-
tizable signature.

7 CONCLUSION

In this paper, we proposed a fine-grained and controlla-
bly editable data sharing scheme with the malicious user
accountability in cloud storage. To ensure the timeliness
and the authoritative source of the shared data, the autho-
rized users are allowed to update it on behalf of an
authoritative data owner without changing the data
source. Only authorized users can update the shared data
stored in the external cloud and perform update opera-
tions on the portions of the data that are allowed to be
updated. The authorized users can convert the signatures
of original data into new ones of the updated data with-
out interacting with the data owner. When the incorrect
or even harmful information is injected into the shared
data, TA can capture and punish the malicious user.
Moreover, we designed a new attribute-based sanitizable
signature as the underlying technology to support the
proposed scheme. The security proof and the experimen-
tal analysis demonstrate that the proposed scheme
achieves desirable security and efficiency.

The verifier in the proposed scheme needs to compute
the time-consuming pairing operation locally, which is
included in the Verify algorithm. The verifier can be any
cloud user, and most verifiers are resource-constrained.
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Constructing a verifiable outsourced, fine-grained and con-
trollably editable data sharing scheme with accountability
for cloud storage is an interesting problem. In our future
work, we will focus on designing more sophisticated solu-
tions to the editable data sharing in cloud storage without
yielding heavy computational overhead.
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